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Introduction

| ntr oduction

Within this document you can find the most relevant 20 percent of technical information you will need to know
when working with the Solaris™ Operating System (OS) and Sun™ platforms. It should answer 80 percent of
your questions about the Solaris OS. The guide is primarily written for the Solaris OS, SPARC® Platform Edition,
but most of the information should be applicable for the x86 platform as well.

This document is not intended to replace detailed books or comprehensive FAQs written about the Solaris OS
(books and links are listed in the Appendix). Rather, this document is intended to serve as a "how to" collection for
those who are new to Solaris OS system administration or those who are not administering Solaris systems on a
daily basis. This content focuses on graphical workstations used for technical applications and should also be help-
ful to those who need to set up Sun systems for demonstrations or benchmarks.

Two special notes:

+  Always keep track of changes made to your system by using a change log.

» Keep in mind that this document contains system-level procedures that can provoke system unavailability. Do
not apply these procedures to productive systems unless you have made a careful analysis of the consequences.
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System Booting and Testing

1 System Booting and Testing
1.1 The OK-Prompt

Each Sun system has a Boot-PROM mode that can be accessed prior to starting the Solaris OS or while the OS is
running. You may enter this mode by pressing STOP-A (hold down the STOP-key while pressing "a"). If the
STOP-key is not available (PC keyboard), try Ct r 1 -BREAK.

Once you are in the Boot-PROM mode, an OK-Prompt is displayed. If the Solaris OS has been running, it is fro-
zen now, but can be "reanimated" immediately by typing the command "go" at the OK-Prompt.

1.2 Testing at a Console

The Boot-PROM mode can be used either by means of adirectly connected keyboard and monitor or by using a
separately connected terminal.

If the system does not detect a keyboard while booting, input and output are automatically redirected to the first
serial interface (/dev/ttya, often named "A"). You may attach a terminal or another computer (using a cross-

over serial cable) to this port.

If this other computer happens to be a Sun workstation, youcan use tip hardwire to monitor the boot con-
sole of the observed machine. After issuing the t ip command, all boot messages will appear in the corresponding
terminal window. To issue a STOP-A command on the observed host, you have to change tip to telnet-mode first
with Strg-]. After that, enter a BREAK: telnet> send brk

If t ip does not work, try cu: cu -b8 -1/dev/cua/a (STOP-A with ~$break, end session with ~.).
/etc/uucp/Devices hasto embody these lines:

ACU cua/a - Any hayes
Direct cua/a - Any direct

1.3 Rebooting a Sun Workstation

Prior to rebooting, a Sun workstation should always be shut down in an appropriate manner. For this task, several
alternative commands exist.

The best and cleanest methods are:

-# init 5 Shut down all processes, switch off system afterwards.
-# init 6 Shut down all processes, reboot system afterwards.
-# init O Shut down all processes, display OK prompt afterwards.

In all three cases, the K* scripts in /etc/rc0.d are executed before the system shuts down or reboots. This is

important for databases that have to be shut down, for web servers that are cleaning process ID files, and so on.
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System Booting and Testing

If there is no shell window available, try the preceding commands using a remote login. If that is not possible, the
next step should be:

- STOP-A

-OK sync Sync file systems. Panic the OS afterwards, then reboot.

Attention: Watch out for big OS core dumps in /var/crash/<hostname> afterwards.

If STOP-A is not possible anymore, the computer has to be switched off and on.

1.4 Testing the System

Boot the system. Press STOP-A while the memory is being tested.
The following paragraphs will describe the most important commands only.

A detailed description can be found in "Hardware Diagnostics for Sun™ Systems: A Toolkit for System Adminis-
trators" (SunSolve Infodoc Number 23476 at http://sunsolve.sun.com/pub-cgi/show.pl?target=content/content9).

1.4.1 Banner

banner displays the following pieces of information:
« number, type, and frequency of CPUs
¢ memory
*  MAC-Address and Host-ID
* Type of Console-Frame buffer
* Sun-Globe: Creator 3D
*  Sun with face: Elite 3D
+  Self-describing Logo: PGX, Raptor GFX (=PGX32), Expert3D(lite) XVR-500, XVR-1000, and so on.

1.4.2 probe

probe-scsi-all lists all internal and external SCSI-attached devices. For IDE disks, use:

probe-ide-all.

1.4.3test all

test all runs all self-test procedures and can be used to find out details such as whether a network cable is

working properly.
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System Booting and Testing

1.4.4 printenv and devalias

devalias lists all aliases, while printenv lists all variables. The variable boot-device, for example, de-
fines from which path a machine shall boot. In most cases the value of this variable is disk. disk itself is an

alias pointing to a particular device name.

Hint: To reset all variables to their default values, use set-defaults at the OK-prompt or press STOP-N
while powering-on the system. Warning: By setting all variables to their default values, you could lose your boot
device definition, and the system may not boot afterwards.

1.4.5 Disabling the Networ k-1 nterface Error Message

When network interfaces are present with no cable attached during boot time, "Interface: No link" error
messages are printed multiple times for each interface. These can be disabled by setting setenv tpe-link-
test? false atthe OK prompt.

Note: This fix speeds up boot times when network cables are detached temporarily. For permanently unconnected
interfaces, shut down the interface with 1 fconfig unplumb <interface> (using aroot shell).
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Administering Disks

2 Administering Disks
2.1 L ogical Device Names

All disks are numbered following a common naming scheme. This system consists of four parts:

Controller number

Target-ID (for SCSI-devices this number corresponds to the SCSI-ID)
Drive Number or LUN for RAID-devices (one ID, multiple disks)
Slice, Partition number (see below)

n 0  Q

These logical device names are stored as links in the directories /dev/dsk and /dev/rdsk. These links point
to physical device names, but they are only needed for tasks like changing the boot device. Typical Solaris OS
commands for administering drives expect logical device names as their parameters.

Example: c0t0d0s0 typically is the first drive in a workstation, cOt1d0s0 is the second one, c0t6d0s0 is
the internal CD-ROM-drive (often with SCSI-ID 6), and so on.

A refresh of the /dev/dsk and /dev/rdsk directories occurs either while booting (boot -r at the OK-
Prompt) or during Solaris OS operation with devfsadm (drvconfig;disks;devlinks prior to the
Solaris 8 OS). After this refresh, logical links should exist for all devices found upon boot time with probe-

scsi-all.

2.2 Partitions

On a workstation with two internal disk drives, the command format generates the following output:
c0t0do0
c0t1d0

This listing displays disks, not single slices or partitions. The purpose of format is to create and administer these
slices (or partitions). A disk may have up to eight slices. These may be displayed using the format subcommand

print - partition.

If a default installation was used, the Solaris installer tool divides the OS disk into several slices: / (root), /usr, /
var and /export/home. A Solaris 8 OS default installation creates three slices: (i) approximately 1 Gbyte

root, (ii) swap (depending on memory capacity), and (iii) the remaining disk space for /export/home.

For workstations, this partitioning scheme is not optimal. The capacity of a partition cannot be expanded without
data loss. In the case of a partition running out of space, symbolic links to other partitions have to be created. It is
useful, especially for servers, to reserve one partition for the /var directory, so that growing log files or big files

stored in /var/tmp by users cannot fill up the root partition, thus causing OS problems.
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Administering Disks

A workstation OS disk should be partitioned this way:

slice 0: / root-Partition, incl. /usr, /var, /opt plus
/export/home
slice 1: swap swap-Partition, as large as physical memory

slice 2: backup Do not change this partition!
It is always as big as the whole disk

slice 7: sds A small space reserved for Solstice DiskSuite (TM)
metadata

To be prepared for the use of the Solstice DiskSuite logical volume manager (SDS), it is recommended to preserve
some space (30 Mbyte, approximately 60 cylinders) for copies of the "state replica databases." (More on that later.
See also the chapter on Mirroring the Boot Disk with SDS.)

Starting with the Solaris 8 02/02 OS, Solaris Live Upgrade software automatically will be installed. Using Solaris
Live Upgrade software, you can update a copy of the current root environment while the system is still running. To
use this feature (for example, for testing a new OS version without changing the currently running system), there
has to be enough space to create an alternate boot environment (ABE). Modern disks typically allow sufficient ca-
pacity for this partitioning:

slice 0: / root-partition, incl. /usr, /var, /opt
slice swap swap-Partition, as large as physical memory
slice 2: backup Do not change this partition!
It is always the size of the whole disk
slice 3: /export OS-independent data, home-directories
slice 4: <not mounted>, to be used as ABE with Live Upgrade
( about 150% of the expected size of / )
slice 7: sds A small space reserved for Solstice Disksuite metadata

=

The important partitions in this example ("' /" and "/export") should be mounted "1 ogging." This avoids
lengthy and manual file system checks during reboot after a machine was not shut down properly. This option is
not enabled by default. After installation, you need to replace "-" with "1ogging" in the last column of

"/etc/vEstab" manually.

2.3 Crash Dumps

Starting with the Solaris 7 OS, crash dumps are written to the swap partition by default. This is another reason

why swap should have the size of the physical memory.

During the next reboot, this file is read back from swap, compressed, and written to /var/crash/<host-
name>, to allow for later analysis. Therefore, /var (or /, if no special partition for /var was defined) should

also not be too small.

If a system with lots of gigabytes uses the swap partition as a dump device, the boot process can take some time be-
cause of the copying procedure mentioned above. In these cases, it is best to define a dedicated dump partition us-
ing dumpadm. Copying from a dedicated dump device (rather than from swap) to /var/crash isperformed in

the background.

Solaris OS Guide for New System Administrators 6 Version 1.20e, June 2004



Administering Disks

Hint: Check and clean up the content of /var/crash/<hostname> frequently, so you have enough space in
this directory for upcoming crash dumps.

2.4 Example

Suppose you have a Sun Enterprise™ 450 system and a bootable disk with a fully configured demo installed on it,
but you do not know two things:

1. Where to put the disk (the system has 20 slots, and the system only boots correctly when the disk is placed in
the same slot that it was in at installation time)
2. The root password

Start with putting the disk into an arbitrary slot, then follow this procedure:

Step 1: Insert a bootable CD (a Solaris Installation CD) and reboot the system. Interrupt with STOP-A , type
boot cdrom -s. cdrom is an alias to the internal CD-ROM drive. If you are using an external drive, find
out what the device path is (using probe-scsi-all) and boot from this path: boot <long, cryptic

device-path> -s
Once the system has booted, you have a root-shell without entering a password.

Step 2: Now we are going to mount the disk. First let the Solaris OS rebuild the device tree with devfsadm.
There should be eight new filesin /dev/dsk afterwards.

Now use format subcommands disk-print-partition to verify that the new disk is correctly attached
and to find out on which slice the root partition has been defined. Normally, slice 0 holds the root partition. Let us
assume you inserted the disk into slot 2 of the system. Format should have recognized the disk as c1t2d0 (SCSI-
ID 2 attached to the first controller), with slice c1t2d0s0 as the root partition. So you should be able to mount
the disk: fsck -Y /dev/rdsk/clt2d0s0; mkdir /tmp/disk; mount /

dev/dsk/clt2d0s0 /tmp/dsk

Step 3: First, reset the root password to "empty" by deleting the crypted characters between the colons in /
tmp/dsk/etc/shadow. Then look into /tmp/dsk/etc/vEistab to find out if this disk was located in slot
2 in the original system. If that was the case, the root file system "/" should be mounted on /
dev/dsk/c1t2d0s0. If the mount point you find in /tmp/dsk/etc/vEstab is different, switch the slot
of the disk accordingly.

Step 4: Let's assume wereally found /dev/dsk/c1t2d0s0 in /tmp/dsk/etc/vEstab. This means the
disk occupied slot 2 in the original system. Typically, a Sun Enterprise 450 system would boot from the first slot
(c1t0d0s0) . Use the /dev/dsk directory to find out which physical device name c1t2d0s0 points to, and

write it down.

Step 5: Reboot, STOP-A and type: boot <this physical device-Name>
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Step 6: You could define an alias nvalias mydisk <this physical device-Name> so you only
need to type boot mydisk from now on. If you then define setenv boot-device mydisk, the system
will always boot from mydisk.

2.5 Removable Devices

2.5.1 Volume M anagement

Removable devices are handled by Solaris Volume Manager software. This Volume Manager detects CD-ROMs
and automatically mounts them to /cdrom/cdrom0.

Solaris Volume Manager will stumble when manually circumvented, for example, when a
CD is removed using a paper clip instead of the appropriate command: eject cdrom.
In such a case the Volume Manager can be restarted with /etc/init.d/volmgt stop; /

etc/init.d/volmgt start.

2.5.2 Floppy

Insertion of a floppy disk (UNIX® or MS-DOS format) has to be communicated to the Volume Manager manu-
ally: volcheck

If volcheck was successful, the disk is mounted on /f1loppy/floppy0. Do not eject a floppy disk manually;
alwaysuseeject floppy.

2.5.3 CD-ROM

CD-ROMs do not need volcheck. They are automatically detected and mounted to /cdrom/cdrom0. Eject-
ing the CD usingeject cdrom is only possible while no shell or command occupies the cdrom path. fuser
-c /cdrom/cdromO prints out the process ID of that shell or command (fuser -k kills that process imme-
diately).

Without volume management, CD-ROMs must be explicitly mounted and ejected (example for SCSI-ID 6):
-mkdir /tmp/cdrom
-mount -F hsfs /dev/dsk/c0t6d0s0 /tmp/cdrom
- (Work with CD mounted on /tmp/cdrom)
-umount /tmp/cdrom
-eject /dev/dsk/c0t6d0s0

Note: The Solaris OS detects file names with more than 8.3 characters on a CD only if that CD has been created
with Standard ISO-9660 Rock Ridge extensions. If only Microsoft Joliet extensions (default for most Microsoft
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Windows CD Burning tools) are present, all file names are truncated to 8.3 (that is, "long~f.txt" instead of
"LongFilename.txt"). Always create both Rock Ridge and Joliet extensions when burning CDs to make sure they
are readable on all platforms.

Workaround: Create a zip file with a name no longer than 8.3 characters and burn that file onto the CD. Unzipping
the archive on the target platform will properly restore all long file names.

2.5.4 CD-R and CD-RW

Bundled with Solaris 8 OS software is a tool, cdrw, to burn CD-R or CD-RW media. This tool burns an ISO-

Image, which can be created from a Solaris OS file system or directory using mkisofs.

Look at this example for the exact parameters:

! /bin/sh
./nfscd <PARAMETER1> <PARAMETER2>
PARAMETER]1 = Application ID

#
#
#
# PARAMETER2 = from where
#
#

./nfscd SunNetManager /net/center2000/export/pkg/SUNWsnm

# set Umask
umask 022

# Remove old image
rm /data/disk.img

# Create image
mkisofs -A $1 -d -1 -L -o /data/disk.img -P "Sun Microsystems" -p
"Solaris SPARC" -r -R -J -V "$1" -v $2

# Burn
cdrw -i /data/disk.img

2.5.5USB Memory Sticks

Most newer Sun systems have USB ports. So that the memory stick will be recognized and mounted by the Vol-
ume Manager, create a directory / rmdi sk with the same ownership and permission attributes as / cdrom. After
a FAT file system memory stick is inserted into the USB slot, its content should be readable as /
rmdisk/<name>. If this is not the case, look at freshly created links in /dev/dsk/ . .. pointing to usb paths

and try a manual mount:

mkdir /tmp/usbstick
mount -F pcfs /dev/dsk/clt0d0s2:c /tmp/usbstick

2.5.6 Tapes

Tape drives are not under the control of Volume Management, and instead must be handled with commands like
tar. Typically tape drives are connected to the system as external SCSI devices. Connection and configuration
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can be performed while the Solaris OS is running. After running devfsadm (Solaris 8 OS) or
drvconfig; tapes; devlinks with previous Solaris OS versions, you will find some logical links in the /
dev/rmt directory. O describes the first tape drive found, 1 describes the second tape drive, and so on.

After that, you may access a specific tape drive usingtar tvf /dev/rmt/O0.

Note: Tapes written with SGI systems often can only be read using a different blocksize:
tar tvfb 512 /dev/rmt/0

In some rare cases an additional byte swap has to be performed:
dd if=/dev/rmt/0 conv=swab | tar tvfb 512 -

2.6 Cloning a Disk

Using this recipe you may "clone" one system to another. Both systems must belong to the same hardware family.
For example, an Ultra™ 10 workstation can be cloned to another Ultra 10 machine, but it cannot be cloned to an
Ultra 60 workstation.

If the hardware configuration of the target system does have minor differences to the root machine (different frame
buffer, NICs), the target system should be reconfigured after the cloning process usingboot -r.

2.6.1 Cloning Using Internal Disks

This method is appropriate for systems with easy-to-change internal disks:
« Ultra 30, Ultra 60, Ultra 80, or Sun Blade™ 100 workstations or E220R/E420R/E250/E450.
+ Sun Enterprise™ 220R, 420R, 250, or 450 servers.

The following is an example using an Ultra 60 workstation:

» Put the target disk into the second internal disk bay.

» Boot with single-user mode (STOP-2A; boot -s).

» Configure all disks using devfsadm.

+ Type format to look up the names of the disks. In an Ultra 60 workstation, you will find cOt0d0 and
c0t1d0. c0t1dO0 isthe topmost internal disk.

» Determine which disk is the source disk and which one is the target disk (and do not forget to back up your
data!). In our case c0t 0d0 (the bottom disk) acts as the source and cOt1d0 (the upper disk) is the target.

+ dd if=/dev/rdsk/c0t0d0s2 of=/dev/dsk/c0t1d0s2 Bs=128k (This command doesa 1:1
copy of the whole disk, including the partition table. If the source disk is a 9 Gbyte disk, while the target disk is
of 18 Gbyte capacity, 9 Gbyte would be wasted.) Warning: Double-check this step, so you do not accidentally
destroy your source disk!

e« fsck -Y /dev/rdsk/c0t1d0s0 (File system check of the root partition, typically slice 0.)

» Remove the source disk, and put the clone disk into the previous source slot. Reboot your newly created clone
system.
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+ Systems with internal FC-AL disks (such as on Sun Blade 2000 workstations and Sun Fire™ 280R or V880
servers) need additional work: Boot the system using a bootable Solaris CD-ROM, mount the root file system
and remove the files /etc/path _to instand /etc/path to_ inst.old. Then reboot the system
interactively with OK> boot -ar and select recreate /etc/path to inst during boot.

2.6.2 Cloning Using a Crossover Cable

This method is not as fast as the internal disk copying process described in the preceding section, but it is suitable
for systems where it is less easy to change the internal disks (as in an Ultra 10 or Ultra 5 workstation).

Warning: Remember to use the / . rhosts file only for this task. Delete it after completion to avoid a perma-
nent security risk.

Target Source
boot Insert target-IP in / . rhosts
use "Command line login" at login screen sync; sync

Stop as many processes causing disk 1/0 as possible
TERM=vt100

vi /etc/inet/hosts

-> Insert target and source

ifconfig hme0 plumb

ifconfig hmeO <target> netmask

255... up

-> Test with rsh source 1s

rsh source "dd if=/dev/rdsk/c0t0d0s2
ibs=128k obs=8k" |
dd of=/dev/rdsk/c0t0d0s?2
ibs=8k obs=128k

(For 9 Gbyte, wait about 40 minutes.)

STOP-A

boot cdrom -s (with bootable CD)

fsck -Y /dev/rdsk/c0t0d0s0

2.7 Mirroring the Boot Disk with SDS

Solaris Volume Manager (SVM), formerly known as Solstice DiskSuite (SDS) software, can configure disk sub-
systems for RAID 0, 1, 0+1 or 5. The most interesting feature for workstation installations is RAID 1, which al-
lows you to mirror the disk that holds the root file system to be prepared for disk failures.

SVM is part of the Solaris 9 OS. For the Solaris 8 OS, you can find the SDS software on the second CD in the di-
rectory "EA." For the Solaris 7 OS or 2.6 OS, Server Edition, look on the "Easy Access Server" CD.
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Let's assume a workstation has two internal disks, cO0t0d0 and c0t1d0. Both disks should be partitioned in ex-

actly the same way: Slice 0 for/ (root), slice 1 for swap and a small slice 7 for the State Replica Databases. Slice 2
is always defined as Backup-Partition (see chapter "Partitioning").

To copy the partition information from the first disk to the second disk, use this command:
# prtvtoc /dev/rdsk/c0t0d0s2 | fmthard -s - /dev/rdsk/c0tl1ld0s2

State Replica Databases are small files holding state information about the mirror. Each disk in a two-way mirror
should hold at least three State Replica Databases:
# metadb -a -f -c 3 c0t0d0s3 c0t1ld0s3

In the next step, create the first submirror on the first disk, holding the root file system:
# metainit -f d50 1 1 cO0t0d0sO

Then create the second submirror on the second disk:
# metainit d52 1 1 c0t1d0sO

Build the first half of the mirror, using the first submirror:
# metainit d54 -m d50

Use metaroot tomodify /etc/vEstab and /etc/system in a way that the system is able to boot from
the metadevice d54:
# metaroot db54

Now reboot the system, then attach the second submirror d54. This action forces a "Mirror resync," copying the

contents of the first disk onto the second one. This can impact system performance for a few minutes.
# metattach db54 d52

To avoid error messages during an "emergency boot" from the second disk, the swap partition should be mirrored
in the same fashion. Otherwise, the swap partition on the broken disk, c0t0d0s1, would still be referenced in /
etc/vfstab.

Now the system may bebooted either from the first disk (boot disk) or from the second disk (boot diskl).

If one of the disks is broken, Solstice DiskSuite software stops the boot process. This reason for this is that, to suc-
cessfully boot after a failure, the majority of State Replica Databases must "survive." On our two-disk mirror only
three out of the six replicas would have survived.

Servers with more than two disks should always have a third disk configured with State Database Replicas. Two-
disk workstations have to be fixed manually, as described in the following example:

+ State Database Replicas are configured on cO0t0d0s7 and c0t1d0s7, disk cOt0dO0 fails.
» The boot process stops with a Solstice DiskSuite error message and switches to Single User mode.
» Now the State Database Replicas on the failed disk have to be unconfigured:

metadb -d -f <¢0t0d0s7

+ After the next reboot, partition the replacement disk exactly as in the surviving disk.
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+ Having done that, you now can create new State Database Replicas on the replacement disk:
metadb -a -c¢ 3 c0t0d0s7

«  Upon the next reboot, the mirror will be resynchronized.

Hint: If you have a two-disk system, create three State Database Replicas on one disk, and four on the other one.
Statistically there is a 50 percent chance to successfully reboot after a failure without manually using metadb. If
you can tolerate unattended reboots after a disk failure in a two-disk configuration, create the same number of
State Database Replicas on both disks and create this /etc/system entry: set

md:mirrored root flag=1. More information on this topic can be found in the Sun BluePrints™ publica-
tion "Configuring Boot Disks With Solaris Volume Manager Software," (see:
http://www.sun.com/blueprints/1002/817-0407-10.pdf).
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3 Swap Space
3.1 Persistent Configuration in /etc/vfstab

#device device mount FS fsck mount mount
#to mount to fsck point type pass at boot options
#

#/dev/dsk/cld0s2 /dev/rdsk/cld0s2 /usr ufs 1 yes -
/dev/dsk/c0t0d0s1 - - swap - no -
/usr/local/swapfile.l - - swap - no -

swap - /tmp tmpfs - yes -

A swap file system can use a raw partition like /dev/dsk/c0t0d0s1 or plain files like
/usr/local/swapfile.l.

You may define multiple swap file systems. All of these are logically combined by mounting them to the /tmp
mount point. This means as long as physical memory is available, writing files to /tmp will write to and use up

memory.

This example:

/dev/dsk/c0t0d0s1 - - swap - no -
/dev/dsk/c0t1d0sl - - swap - no -
/dev/dsk/c0t2d0s1 - - swap - no -
swap - /tmp tmpfs - yes -

creates an additional 6 Gbyte of virtual memory (given that all partitions have a size of 2 Gbyte). The Solaris OS
automatically stripes access to all disks.

3.2 "Raw Partition" VersusPlain File

The fastest swapping is no swapping at all. If physical swapping is unavoidable, use multiple partitions striped over
a set of disks. Only use plain files if you need memory and no extra partitions or disks are available.

3.3 Temporary Configuration

Plain files can be used to add swap space during standard Solaris OS operations:

# mkfile 100m /usr/local/swapfile.l
# swap -a /usr/local/swapfile.l
# swap -1

This addition is temporary until the next reboot. Until then, swap -d /usr/local/swapfile.l
unconfigures the additional swap space.
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4 |nstallation and M aintenance
4.1 Installation From CD

During installation, you may follow all the instructions printed on the screen. There are only a few pitfalls possi-
ble:

— Name service: Choose NONE. If you choose something like NIS at this moment, and the network is not yet
properly set up and no NIS server is available, the system may "hang" waiting for a response from the NIS
server. It is better to configure NIS or DNS after completing the basic installation of the network (see one of
the following chapters).

— Installation cluster: For workstations, you should always choose the "Entire Plus OEM Software"-cluster to
make sure everything gets installed. For dedicated servers, unnecessary packages should be removed afterwards
to minimize security risks. The Sun BluePrints publication "Minimizing the Solaris Operating Environment for
Security: Updated for Solaris 9 Operating Environment" provides more information (see:
http://www.sun.com/blueprints/1102/816-5241.pdf).

— Disk partitioning: To obtain the chance to partition the disk according to the recommendations given in the
chapter "Partitioning" (root, swap and one small Solstice DiskSuite slice), choose "custom," not "default,"
when prompted for an installation method.

Starting with the Solaris 7 OS, the Installation CD comes with a pre-patched Solaris OS image. To upgrade previ-
ous quarterly updates to this image, use the "Maintenance Update."

For example: Installing the "Maintenance Update 7" (which comes with the Solaris OS 8 02/02 version) onto the
Solaris OS 8 07/01 veion, will upgrade the Solaris OS patches (and only those -- that is, there are no functional-
ity enhancements) to the status found on the 02/02 image. The upgrade installation writes a mark into the /
etc/release file: "Solaris 8 07/01 Maintenance Update 7."

The "Recommended Patch Cluster" is a different mechanism, since you can have a different combination of
patches and patch versions in the "Recommended Patch Cluster" every month. This cluster can be downloaded
from the BigAdmin Portal (http://www.sun.com/bigadmin) and should be installed after every Solaris OS installa-
tion.

After an installation, root can only log in at the system console, that is, a terminal connected directly to the sys-
tem or a keyboard. To enable a Remote Login via telnet, rsh, and soon, one file has to be modified first:
Comment out the line CONSOLE=/dev/console in/etc/default/login. Warning: This is a security
risk!

Solaris OS 9 comes with ssh preinstalled. The default configuration does not allow root to log in via ssh, and

X forwarding is switched off. Modify /etc/ssh/sshd _config if you want to change these settings.
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4.2 Network Installation With Webstart Flash

If you need to install many machines, it's often easier to configure a server for network installation, using Solaris
JumpStart™ software. This feature has been part of the Solaris OS for a long time. Beginning with the Solaris 8
OS, Webstart Flash can make it a lot easier to set up a network installation infrastructure to create a couple of hosts
that are clones of a fully installed, patched and configured "master host."

This chapter describes the steps for setting up a basic Webstart Flash infrastructure.

4.2.1 Step 1: Setting Up the Boot Server

Insert CD "Solaris 8 Software, 1 of 2" (Use Solaris OE 8 07/01 or newer)

cd /cdrom/cdrom0/s0/Solaris8/Tools
setup install server -b /export/install/boot

4.2.2 Step 2: Definition of Client Profiles

Edit the file /export/install/admin/sysidcfg. This file contains all the answers to the questions posed
during an interactive installation. Modify netmask and default route to match your environment.

name_ service=none

root password=b6gSswye4db6cza

system locale=en US

timezone=MET

timeserver=localhost

network interface=primary {netmask=255.255.255.0
default route=192.168.0.1 protocol ipv6=no}
security policy=NONE

Now edit the file /export/install/admin/rules. Attention: This file has to be converted into a
rules.ok fileusing . /check -r rules. Youcan define a profile for a specific host name or "any"
machine. In this example, if the host name matches dumbledore, sb100 class is used as a profile. After the
installation is finished, the script sb100 end is executed.

hostname dumbledore - sbl00 class sbl00 end
any - - any class any end

sb100_ class defines the installation method as f1lash install. To determine which flash archive should
be used, modify the archive location line with an NFS path to the archive. To avoid mount errors, use the
IP address, not the host name of the server:

install type flash install

archive location nfs 192.168.0.200:/export/install/flash/sb100.flar
partitioning explicit

filesys rootdisk.sl 1024 swap

filesys rootdisk.s0 free /

The finish script sb100 end adds content to the /etc/inet/hosts and /etc/vEstab files. Webstart
Flash generates clones, but each one with a unique host name and IP address, so the /etc/inet/hosts from
the master host will not be installed. Additional host names other than 1ocalhost have to be added after
installation:

#!/bin/sh
#
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cat $SI CONFIG DIR/hosts.add >> /a/etc/inet/hosts
cat $SI CONFIG DIR/vfstab.add >> /a/etc/vfstab
$SI _CONFIG DIR/set root pw

4.2.3 Step 3: Modify Hosts, Ethers and Netmasks

Before adding installation clients to the server, add the MAC addresses, IP addresses, and host names to the
appropriate files on the server. Attention: Use the same netmask in /etc/netmask that was defined in the
sysidcfg file. Otherwise the error message "rules.ok not found" will appear.

/etc/ethers
/etc/inet/hosts
/etc/inet/netmasks

4.2.4 Step 4: Share /export/install

Share the installation directory using the parameters "ro,anon=0".
share -F nfs -o ro,anon=0 /export/install

4.2.5 Step 5: Add Clients

Now all clients can be added:

cd /export/install/boot/Solaris8/Tools

add _install client -c server:/export/install/admin \

-s server:/export/install/boot -p server:/export/install/admin \
dumbledore suné4u

add install client looksinto /etc/ethers to find the host dumbledore. After that, the server lis-

tens for boot requests from dumbledore's MAC address. add_install client needs three directories:

-C to look for the sysidcfgq file
-s to look for a Solaris OS boot image
-p to look for rules.ok

4.2.6 Step 6: Installation of the Master Host

Install the Solaris OS on the master host, add patches, install software packages, configure, and so on. After that,
create the flash archive:

flar create -c¢c -n sbl00 -x /data ./sbl00.flar

The archive sb100. f1ar will be compressed and named sb100. —x excludes the /data directory. In this ex-
ample, that directory should be mounted from a central file server (see finish script in step 2). After the

sb100. flar archive is created, copy it to the /export/install/flash directory of the server (compare
profile in step 2).

4.2.7 Step 7: Installation of the Other Hosts

Once the flash archive is available on the server, all other clients can be installed usingboot net - install
at the OK-prompt.
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The generation of a 1-Gbyte archive (with the Solaris OS, and some additional software) takes roughly 40 minutes
on a Sun Blade 100 workstation. The installation of this archive using a 100-Mbit network takes approximately 15
minutes.

Note: The master host and the clones do not have to belong to the same hardware series. It is possible to install a
Sun Blade 2000 workstation with an archive created on a Sun Blade 100 machine. The master host should be in-
stalled with a recent version of the Solaris OS and "full installation plus OEM support."

Disclaimer:

4.3 Packages

Basically, packages are subdirectories or tar/compress/zip compressed subdirectories, which follow a common
name scheme: The first four uppercase letters correspond to the U.S. stock ticker symbol (or a fantasy symbol) of
the origin company and the following lowercase letters describe the function of the package.

Example: The package containing the drivers for the SunPCi-card is named SUNWspciZ2. "SUNW" for the

ticker symbol, "spci2" for the function.

You will install a package by using pkgadd with the directory storing the package contents:
pkgadd -d /cdrom/cdromO

pkginfo prints information on installed packages, and pkgrm <Package-Name> removes a package.

Example: You have just changed the frame buffer card in your workstation, removed Creator3D (ffb) and installed
Elite3D (afb). Now, you encounter an error message while booting, telling you that "no console
framebuffer" is available. This indicates that no Elite3D drivers are installed.

First, verify this speculation with: pkginfo | grep -i afb

This list would typically be empty if you had done a plain default Solaris OS installation when the Creator3D, not
the Elite3D, was present in the system. Drivers for the Elite3D can be found on the Solaris OS CD, subdirectory
s0/Solaris/Product.

Change to this directory, and enter the following command: pkgadd -d . *afb*
After a reboot, all Elite3D drivers are now installed and available.

To find out which files belong to which installed packages, consult the file
/var/sadm/install/contents.
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To find out which files are present in packages on a Solaris CD-ROM, for example, look into the pkgmap files:
grep /cdrom/cdrom0/s0/Solaris 8/Product/*/pkgmap <file>

The command pkgchk -v <Package—name> lists all files and directories associated to the package given.

4.4 Patches

A patch number contains two parts: the six-digit patch number, followed by a two-digit version number, for
example: 123456-78.

Prior to the Solaris 8 OS, patches were supplied in * . tar . Z format. Solaris 8 OS patches are packaged as
* . zip archives. For installing a patch, copy the archives to /tmp and extract them. Do not forget to remove the
archives from /tmp after the installation has been completed:

zcat 123456-78.tar.Z | tar xvf -
unzip 123456-78.zip

After that, patchadd <directory (= Patch number)> installs the patch. In our example,
patchadd 123456-78.

If no special parameters are given, patchadd installs patches in a way that they always can 